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Giif an toan trén mang

Tai sao an ninh mang lai quan trong déi véi t6i?

Internet va mang xa hoi la nhitng nén tang tuyét vai gilp ching ta chia sé thong tin va giir lién
lac vé&i ban be va gia dinh.

Tuy nhién, t6i pham va céc t6 chiic phi phap khéc cling stit dung né dé |ay cép tién, thong tin
cua ban hodc de doa ban.

Chung cé thé hoat ddng & bat ky noi nao trén thé gidi, ndi luu loat hdu hét cac ngdn ngit va
tao ra céc trang web gia mao rat giéng that. Ching sé lién lac véi ban qua email, mang xa hoi
va tin nhan va sé c6 gang lam cho ban cam thay sg hai hoac lo I&ng, dé ban khong thé suy
nghi sang suét.

Tat ca nhiing diéu nay c6 nghia la ban phai cé su chuén bi va ludn ludn nhan biét dugc nhiing
manh khée ma ching st dung.
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Day la mot s6 tinh huéng phé bién nhat ma ching toi thay.
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e Ban nhan dugc mét email hodc tin nhdn dang ngd yéu cau ban nhap vao moét
duong link.
Céc dudng link nay thuong dan dén céc trang web gia mao dugc thiét k€ dé danh cap
thong tin dang nhap hodc thong tin tai chinh cta ban.

e Ban nhan dugc mét cudc goi dang ngd yéu cau cung cap théng tin ca nhan.
Ciing nhu trén, nguai goi sé gia vo la ngudi cla ngan hang cua ban va yéu cau cung
cap théng tin.
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e Mot ngudi nao dé gia vo 1a ngudi c6 tham quyén lién lac véi ban, cé gang bao ban
lam diéu gi dob.
Thong thudng ngudi dé sé dua ra mot I6i de doa nao dé.

e M6t ngudi nao dé xam nhap vao mot hodc nhiéu tai khoan truc tuyén cua ban (vi
du: email hoac mang xa hoi).
Néu ai dé xam nhép vao tai khoan truc tuyén clia ban, ho cé thé danh cap thong tin,
chuyén hudng thanh toan va cd thé nhadm muc tiéu vao ban bé hodc gia dinh cta ban
bang cach ho gia mao la ban.

e Théng tin thé tin dung ctia ban bi danh cap hoéc ban bij lira tién trong mét giao
dich mua ban hoac dau tu gia mao.
Nhiing ké Itra ddo hy vong ban sé cho rang dé la moét giao dich tot va sé mudn tra tién
ma khdng can suy nghi. Hoac c6 thé mét trang web thuc su bi dinh vao mét su ¢8 xam
nhéap dif liéu va thdng tin cta ban bi ro ri trén mang.

Xem thém céc tinh hudng khac tai day: Nhan trg gilp ngay bay gis - Own Your Online

Lam cach nao dé toi an toan trén mang?

Mat khau dai va ddéc nhat cho tiing tai khoan.
e Mat khau cang dai thi cang manh.

e Tao mét khdu dé nhé va nhiéu hon 16 ky tu bang céch ndi bén tif ngiu nhién véi nhau
(vi du: TriangleRhinoOperationShoes) va thém s6, chil in hoa va ky hiéu néu can (vi du:
Triangle&"Rhino"Operation2Shoes).

e Diéu quan trong la khéng lap lai méat khau ctia ban. Néu bon t6i pham cé dugc mét
trong nhitng méat khau cta ban, ching sé thi mat khdu d6 & céc tai khoan khac.

e Sirdung mét cdng cu quan ly méat khau (password manager) d€ ghi nhé cac méat khau
cla ban va tao ra cdc mat khau mdi cho ban.

e Tao mat khau t6t - Own Your Online

Bat xac thuc hai yéu td (2FA).

e DAy la mét I6p bao vé bd sung - thudng 1a mat ma gui vao dién thoai ctia ban - ban
can c6 né dé dang nhap vao trang web.


https://www.ownyouronline.govt.nz/personal/get-help-now/
https://www.ownyouronline.govt.nz/personal/get-protected/guides/how-to-create-good-passwords/
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Ky thuat nay cuc ky manh mé va cé thé ngén chan hau hét cac nd luc xdm nhép vao tai
khoan cta ban.

Chung t6i khuyén ban nén sir dung mét 'iing dung xac thuc' (‘authenticator app'), néu
diéu nay dugc hé tro.

Thiét 1ap xac thuc hai y&u t& (2FA) - Own Your Online

Gill gin su riéng tu trén mang.

Céch t8t nhat dé giilt an toan trén mang xa hoi la bat cac cai dat quyén riéng tu cla
ban.

Diéu nay sé ngan chan nhitng ngudi la, trong dd cd bon tdi pham trén mang, c6 thé
xem bai d&ng ctia ban hoac gui tin nhan cho ban.

Van phai can than khi dang théng tin ca nhan vé ban than, gia dinh hoéc ban bé cla
ban.

Dam bao ding ngudi nhu 16i ho tu nhan.

Canh giac véi cac yéu cau két ban gia mao. Can than véi nhitng ngudi tu xung la nha
bdo hodc nhiing ngudi khac ma ban khéng biét rd.

Bdo vé su riéng tu clia ban trén mang - Own Your Online

Cap nhat moi thu.

Khi ban cdp nhat dién thoai, may tinh hodc phan mém, nd sé véa céc 16 hdng bao mat
cd thé co.

Bon t6i pham luén tim cdch xam nhép va gay hai théng qua céc 16 héng.
Khéi dong lai thiét bi ctia ban thudng xuyén.

Cap nhat kip thoi - Own Your Online

Nhan biét nhiing thu doan lura dao.

Lai khuyén t6t nhat la hay nhan biét nhitng tha doan Itta dao nay va luén dé phong néu
bon t6i pham ¢ gang lién lac véi ban trén bat ky nén tang truc tuyén nao.

NEu cé bat cu diéu gi cé vé khdng én, diing tuang tac véi ngudi da lién lac véi ban. Dac
biét phai can than néu ho hoi, xin tién, ngay ca khi ho cd vé than thién.


https://www.ownyouronline.govt.nz/personal/get-protected/guides/set-up-2fa/
https://www.ownyouronline.govt.nz/personal/get-protected/guides/how-to-protect-your-privacy-online/
https://www.ownyouronline.govt.nz/personal/get-protected/guides/keep-up-with-your-updates/
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e Canh gidc véi nhitng dudng link va dia chi email la (vi du: ngan hang ctia ban sé khdng
gui email cho ban ti mét tai khoan gmail).

e Khéng bao gi nhap vao dudng link trong tin nhan.

e Chitai cac Ung dung (app) vé thiét bi cia ban tif ctra hang (ing dung chinh thic (app
store).

e NE&u nghi ngg, hay lién hé truc ti€p véi ca quan chinh thic va khéng lam theo bat ky
duong link hodc sé dién thoai nao ma ban nhan dugc.

e C6 géng nhan thic dugc céc rui ro bao mat truc tuyén cho ban than, céng dong cua
ban va bat ky hdi nhém nao ma ban tham gia.
Bao vé thong tin cta ban.

e S dung céc (ing dung nhan tin dugc ma héa, chang han nhu Signal. Diéu nay sé ngan
khdng cho ngudi khac doc dugc tin nhan clia ban.

e Chi chia sé thdng tin trén mét trang web néu dia chi clia né bat dau bang HTTPS. Chir
S la viét tat clia ti "secure" (bdo mat) va cd nghia la moi théng tin qua lai gilta ban va
trang web déu dugc ma héa.

e Can nhéc sir dung mang riéng ao (VPN), né cd thé bao vé dit liéu va &an vi tri clia ban.

e Kiém tra céc Ung dung cla ban cé quyén truy cap vao céac dif liéu gi va dugc cap
nhitng quyén gi. Vi du, mdt ing dung tap thé duc thi khdng can quyén truy cap vao
danh ba cla ban.

T6i phai lam gi néu bi Itra dao hoac té hon thé?

Cé rat nhiéu nai ban cé thé tim dén dé dugc gitp d8. Tat ca cac t6 chic nay sé khéng chia sé
thdng tin cta ban véi bat ky ai khac, trir khi ban dong .

Ban c6 thé béo céo céc su ¢d mang cho NCSC théng qua trang CERT NZ va chiing tdi ¢6 thé
gilip d& hodc két ndi ban véi mét co quan khéc: Béo cdo su c¢6 | CERT NZ

Néu ban bi mat tién, ban nén lién hé ngay vGi ngan hang cta ban.

Ban c6 thé chuyén ti€p (forward) mién phi céc tin nhan Iia dao dén s6 7726, mot dich vu do
BO Noi vu diéu hanh.


https://www.ncsc.govt.nz/report/

